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EURO-MILS: Secure European virtualisation for trustworthy applications “

in critical domains. The mission of the EURO-MILS project is to develop a
solution for virtualisation of heterogeneous resources and provide strong

guarantees for isolation of resources by means of Common Criteria certifi-

cation with usage of formal methods.

Based on embedded systems, cyber-physical networks are part
of our society, and gain wider spread and importance. Next
generations of aircraft and cars will be tightly interconnected
with each other, with the internet, and other infrastructures.
The same holds for many industries and areas of our life such as
healthcare, energy, finance, and mobile. Non-secured network
devices can be hacked and exploited to affect their functionality,
change control, or steal specific information. In order to pro-
vide secure and safe trustworthiness and exclude devastating,
unauthorized use of critical systems, to control accessinan organ-
ized and certifiable fashion, the EURO-MILS project is introduc-
ing into the European trustworthy ICT landscape a verified and
design-validated MILS platform: a small virtualisation platform
that offers the secure decomposition of complex embedded
systems into independent components.

B The MILS approach in generally has already been tried and
tested in the US.

B The separation kernel to be used in the EURO-MILS project has
undergone avionic certification and is deployed in commercial
aircrafts.

B EURO-MILS consortium members have high industry exper-
tise and experience in computer-supported verification (“formal
methods”) and assurance validation (“Common Criteria” certification).

To address the problem of trustworthiness, we introduce the cer-

tified MILS platform into the ecosystem of European trustworthy

ICT. The EURO-MILS platform will

u fit the technological, business, and legal environments

H generate trust by design - the EURO-MILS platform will allow
composition of complex trustworthy systems following the
MILS approach

M generate trust by high-assurance — the EURO-MILS platform
will go through a computer-supported verification (“formal
methods”) as well as a strong human validation (“Common
Criteria” security standard certification)

® be strongly aligned with European industrial needs and two
prototypes in avionics and automotive will be co-developed
to the MILS platform.

Multiple Independent Levels of Security (MILS) is a high-assur-
ance security architecture based on the concepts of resources
separation and controlled information flow. The cornerstone of
the architecture and the MILS platform is a separation mecha-
nism that encapsulates trusted and untrusted applications in
compartments. It reduces mutual dependencies to communica-
tions over channels explicitly defined by policies. This key com-
ponent has to be non-bypassable, evaluatable, always invoked,
and tamperproof (NEAT).

A powerful way to implement a MILS architecture is using em-
bedded virtualisation techniques, where multiple virtual ma-
chines can run simultaneously on the same processor. To be
relevant to the objectives of the project, the embedded virtuali-
sation solution must be sufficiently safe and secure.

The strategy of the EURO-MILS project is built on three activities:

® The first activity provides solid business, legal, and social-legal
foundations for the developed technology.

B The second activity provides trustworthiness by design
employing the MILS concept.

m The third activity significantly enhances the end-users’ trust by
providing them high-assurance guarantees based on rigorous
cross-European security certification.

The Figure 1 provides a high-level representation of the project
strategy.
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The EURO-MILS project has three technical activity lines and one management activity line. Every

activity line has its own objective, goals, work packages, and interfaces to other activity lines.

provides a solid foundation
for the project that consists of
industrial requirements, certi-
fication requirements, as well
as business impacts and legal
implications.
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defined in A1, including the
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wraps the project by focusing
on standardisation, dissemina-
tion and management activities.

developments of an avionics
and automotive prototype.

high-assurance security evalu-
ation including formal meth-
ods in a CC conformant form,
and providing a cross-Euro-
pean high-assurance security
evaluation methodology.

The main outcomes of the EURO-MILS project are to develop
market relevant technologies and concepts for virtualisation
of heterogeneous (embedded) systems and the formal veri-
fication for those systems as part of rigorous cross-European
security certification. These outcomes can be further broken
down as follows:

Provide Trustworthy ICT for high critical automotive and avion-
ics domains by using the MILS approach. The base of such ICT is
MILS architectures for compositional security and compositional
assurance.

Provide trustworthiness by design, by development and usage of
a MILS platform based on virtualisation technique. The virtuali-
sation platform will provide a framework to develop secure and
safe products as well as to integrate domain specific functionality
and components, e.g. functionality in heterogeneous networks,
IMA compatibility for avionics, heterogeneous virtualisation
(CPU, network controllers, other I/0 devices such as storage or
GPUs) for automotive, building running demonstrators and as-
sessing them from security view.

Provide trustworthiness by security evaluation and certification
using the “Common Criteria for IT Security Evaluations” standard

(http://www.commoncriteriaportal.org). To achieve high assur-
ance in the trustworthiness of the MILS platform, a high evalu-
ation assurance level (EAL) is chosen for the evaluation. Develop
a pragmatic approach to the use of formal methods in the scope
of a certification as the ultimate means to gain end-user trust.
Develop an innovative approach for compositional security as-
surance. Provide a harmonized approach for high-assurance vul-
nerability analysis.

Offer European market participants the opportunity to use a
certified virtualisation made in Europe - as virtualisation is of-
ten used for containment of otherwise insecure or mix-criticality
systems (e.g. think of systems deployed in heterogeneous net-
works), having a locally developed virtualisation solution is also
of European strategic interest (it is best illustrated by the Stuxnet
attacks, e.g. in Iran).

Establish a precedent for a cross-European usage of the CC for
high EALs in the domain of separation kernels. Recent devel-
opments, e.g. cooperation between French and German au-
thorities (BSI and ANSSI, https://www.bsi.ound.de/ContentBSI/
Presse/Pressemitteilungen/Presse2010/BSI-ANSSI_050210.html,
http://www.ssi.gouv.fr/site_article175.html) have opened the
door for a European approach. EURO-MILS aims at building a
generic process that will be generally acceptable for national cer-
tification authorities in Europe.
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Consortium:

The EURO-MILS consortium consists of six leading European industrial
companies, one leading European Research Company, four Euro-
pean SMEs, and three European universities. These fourteen project
partners from five European Countries (Austria, Germany, Belgium, m

France, and Netherlands) form a complete chain stretching from n m
basic research and service design, via applied research, independent
assessment, up to end-user oriented service providers.
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